CatholicCare

Social Services

Privacy Policy

Rationale To explain how CatholicCare Social Services collects, holds, uses and discloses
information to carry out our functions or activities.
CatholicCare respects the privacy of all, including clients, stakeholders, business
partners, employees, volunteers and donors. We are therefore committed to
safeguarding the personal information that is provided to us and ensuring that this
information is managed appropriately and only used for its intended purpose.
Scope The following people have a responsibility in relation to the Privacy Policy:
o Line Managers are responsible for implementation and for ensuring that
employees are aware of the policy and related procedures.
o All employees, Council members and volunteers are responsible for compliance
with the policy and related procedures.
Statement CatholicCare Social Services (referred to in this document as we, us or our) recognise

that your privacy is important and we are committed to protecting the personal
information we collect from you.

The purpose of the Privacy Policy is to set out how we collect, use, disclose and
otherwise manage your personal information.

CatholicCare Social Services is a contracted service provider, delivering a range of social
services that are funded under separate agreements with the Commonwealth and
Queensland governments or other non-government funded services. We provide a
range of social and support services to individuals and families, including community,
family and relationship services, and family law services. The Privacy Act 1988 (Cth),
Australian Privacy Principles (APPs), Information Privacy Act 2009 (Qld) and registered
privacy codes govern the way in which we must manage your personal information.

Types of information collected

We may collect and hold personal information about you (i.e. information that can
identify you) that is relevant to providing you with the services you are seeking or for
maintaining volunteer (including students on placement) workers. We may also collect
and hold sensitive information about you, including information about your health and
wellbeing.

The type and degree of information collected by us is guided by the requirements of
the particular service that we provide to you. The kinds of information we typically
collect include: name, residential/postal address, telephone number, email address,
date of birth, gender, family details and background, information about support
networks, information about personal issues (including experiences and relationships),
information about your health, wellness and medical history, government related
identifiers (including but not limited to emergency contact, country of birth and any
migration details related to work), qualifications, skills and experiences, drivers licence
details, contact details and feedback from referees, relevant criminal history screening
as required, and any other information relevant to providing you with the services you
are, or someone else you know, is seeking.

Method of collection
Personal information will generally be collected directly from you through the use of
any of our standard forms, over the internet, via email or through a telephone
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conversation with you. We may also collect personal information about you from third
parties (for instance, medical or allied health professionals or a service delivery
partner). In these cases, we take reasonable steps to notify you of the collection of
personal information at the time or shortly after collection.

There may, however, be some instances where personal information about you will be
collected indirectly because it is unreasonable or impracticable to collect personal
information directly from you. We aim to notify you in advance, or where that is not
possible, as soon as reasonably practicable after the information has been collected.

Purpose of collection
The personal information that we collect and hold about you depends on your
interaction with us.

Generally, we collect, use and hold your personal information for the purposes of:

= Providing a range of social and support services to you or someone else you
know,

= Including but not limited to community services, relationship services, and
family law services,

=  Providing volunteering and student placement opportunities which support
the delivery and promotion of our services,

=  Promoting our services by providing you with information about other services
we offer that may be of interest to you,

=  Providing you with newsletters and information which may contain fundraising
opportunities,

*= Providing you with the opportunity to meet other people and attend events
and functions,

= Facilitating our internal business operations, including the fulfiiment of any
legal requirements,

* Analysing the delivery of our services and the on-going planning, staffing and
monitoring and review of those services, and

* Maintaining our relationship with you.

You may at any time opt out of receiving direct correspondence by contacting us using
the details at the end of this Statement.

Failure to provide information

If the personal information you provide to us is incomplete or inaccurate, we may be
unable to provide you, or someone else you know, with the services you (or they) are
seeking.

Internet Users
If you access our website, we may collect additional personal information about you in
the form of your IP address or domain name.

Our website uses cookies. The main purpose of cookies is to identify users and to
prepare customised web pages for them. Cookies do not identify you personally, but
they may link back to a database record about you. We use cookies to monitor usage
of our website and to create a personal record of when you visit our website and what
pages you view so that we may serve you more effectively.

Privacy Policy v1.1

Page 2 of 7




CatholicCare

Social Services

Our website may contain links to other websites. We are not responsible for the
privacy practices of linked websites and any linked websites are not subject to our
privacy policies or procedures.

Anonymity and using a pseudonym
You have the option to withhold personal information or use an alias when engaging
with us.

In the majority of situations, this may result in a reduced capacity for us to provide
services to you. In other situations, such as completing surveys and evaluation forms,
making donations, general enquiries or feedback, it is reasonable to remain
anonymous.

Use and disclosure

Generally, we only use and disclose personal information about you for the purposes
for which it was collected (set out above), for purposes related to our functions or
activities or as required by law. We only use and disclose sensitive information with
your consent. We may disclose personal information about you to:

e Our related entities to facilitate our and their internal business processes,

e Commonwealth and state departments/agencies which provide funding for
our services,

e Government inquiries (for instance Royal Commissions),

e Third party service providers, who assist us in operating our business (including
information technology service providers), and these service providers may
not be required to comply with our Privacy Policy. These service providers may
be based overseas or use overseas infrastructure (including servers) in North
America,

e Service delivery partners who work with us to deliver wrap-around or case-
managed services to our clients,

e Contractors who manage some of the services we offer,

e Health and allied health professionals who provide specialist information to
support the delivery of our services to clients,

e Regulatory and Statutory bodies that monitor safety matters relating to
workplaces and the safety of children and people with a disability,

e An Agency or enforcement body for the purposes of protecting a child from
the risk of physical or psychological harm, to prevent or lessen a serious and
imminent threat to life, health or property or a person and/or if matters are
disclosed relating to serious criminal activity that have, or are likely to occur,

e Acourtas required by a warrant, order or notice,

e Quality Assurance bodies for the purpose of monitoring service delivery
standards,

e ‘Substitute decision makers’ or ‘responsible persons’ where a client is
incapable of giving or communicating consent,

e Professional advisors including members of relevant councils,

o Referees of volunteers when determining the suitability of applicants, and

e Ourrelated entities and other organisations with whom we have affiliations so
that those organisations may provide you with information about services and
various promotions.

In some circumstances, the law may permit or require us to use or disclose personal
information for other purposes, for example, where you would reasonably expect us
to do so and the purpose is related to the purpose of collection.
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We are not likely to disclose your personal information overseas. However, in cases
where information is required to be disclosed overseas to fulfil our functions or
activities and provide services to you, we take reasonable steps to ensure that the third
party uses your personal information in accordance with our Privacy Policy and the
Privacy Act 1988 (Cth).

Security of your personal information
We store your personal information in different ways including in paper and electronic
form. The security of your personal information is important to us. We take reasonable
measures to ensure that your personal information is stored safely to protect it from
misuse, loss, unauthorised access, modification, interference or disclosure, including
electronic and physical security measures such as:
e Locked storage of paper records,
e Use of document shredding and security bins,
e Authentication and password controls for electronic records,
e Use of our managed devices and services (e.g. iPads, laptops, email) for
transfer of personal information,
e Regular audit and risk assessments are conducted to ensure the appropriate
availability,
e Integrity and confidentiality of personal information managed through our
systems, and
e Programs.

Access and correction

You may request access to personal information we hold about you by making a
written request. We will respond to your requests within a reasonable period (for
instance, 30 calendar days) and you may be required to verify your identity. We may
charge you a reasonable fee for processing your request (but not for making a request
for access).

We may decline a request for access to personal information in circumstances
prescribed by the Privacy Act 1988 (Cth) and, if we do, we will provide you with written
notice that sets out the reasons for the refusal (unless it would be unreasonable to
provide those reasons).

If, upon receiving access to your personal information or at any other time, you believe
the personal information we hold about you is inaccurate, incomplete or out of date,
please notify us immediately. We take reasonable steps to correct the information so
that it is accurate, complete and up to date. You are also encouraged to provide
updated personal information to us as it changes.

If we refuse to correct your personal information, we will provide you with a written
notice that sets out the reasons for our refusal (unless it would be unreasonable to
provide those reasons) and provide you with a statement regarding the mechanisms
available to you to make a complaint.

Notifiable Data Breaches (NDB)
A Notifiable Data Breach occurs when personal Information of an individual held by
CatholicCare Social Services is accessed by, or is disclosed to, an unauthorised person
or is lost, and:
a) A reasonable person would conclude that the unauthorised access or disclosure
would likely result in serious harm to the relevant individual, or
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b) In the case of loss (i.e. having a laptop stolen), unauthorised access or disclosure
of personal Information is likely to occur, and a reasonable person would conclude
that the unauthorised access or disclosure would likely result in serious harm to
the relevant individual.

Assessment

If we suspect that a Notifiable Data Breach has occurred, we will conduct a reasonable
and expeditious assessment to determine if there are reasonable grounds to believe
that a Notifiable Data Breach has occurred. We will take all reasonable steps to ensure
that the assessment is completed within 30 calendar days of becoming aware of the
suspected Notifiable Data Breach.

Notification
Subject to any restriction under the Act, in the event a Notifiable Data Breach occurs,
we will, as soon as practicable, prepare a statement outlining details of the breach and:
a) Notify you (the individual) of the unauthorised access, disclosure or breach, and
b) Notify the Office of the Australian Information Commissioner of the unauthorised
access, disclosure, or breach.

Feedback and complaints

If you wish to make a complaint about a breach of the Privacy Act 1988 (Cth), Australian
Privacy Principles (APPs) or a privacy code that applies to us, please contact us using
the details below and we will take reasonable steps to investigate the complaint and
respond to you. If you are not satisfied with the response that you have received from
us, you can complain directly to the Office of the Australian Information Commissioner.

How to contact us
Individuals can obtain further information in relation to our Privacy Policy, or provide
any comments, by contacting us:

Phone: 1300 477 433

Note: These calls can be made for a local call cost from fixed residential landlines anywhere in Australia but calls from
mobile and pay phones may incur higher charges. Check with the service provider for costings from mobile and pay
phones.

Email: hello@catholiccare.services
Write to:

CatholicCare Social Services

PO Box 1733

Toowoomba QLD 4350

If you would like to lodge a complaint about a service provider funded under the
Department of Social Services, contact details are:

Phone: 1800 634 035

Email: Complaints@dss.gov.au
Write to:

DSS Feedback

GPO Box 9820

Canberra ACT 2601

If you would like to lodge a complaint about a service provider funded under the
Attorney-General's Department, contact details are:
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Phone: 02 6141 6666

Online: https://www.ag.gov.au/families-and-marriage/publications/family-law-
services-complaint-form

Write to:

Family Law Services Section

Attorney-General's Department

Robert Garran Offices

3-5 National Circuit

Barton ACT 2600

If you would like to lodge a complaint about a service provider funded under the
Department of Home Affairs, contact details are:

Online: https://www.homeaffairs.gov.au/help-and-support/departmental-
forms/online-forms/complaints-compliments-and-suggestions#

Write to:

Department of Home Affairs

GPO Box 241

Melbourne VIC 3001

For more information about privacy in general, you can visit the Office of the Australian
Information Commissioner’s website at www.oaic.gov.au

Consequences

Failure to comply with the Privacy Policy and associated procedures may result in the
instigation of a performance management process.

Legislative References

Child Protection Act 1999 (Qld)

Human Rights Act 2019 (Qld)

Information Privacy Act 2009 (Qld)

Privacy Act 1988 (Cth) and Australian Privacy Principles (APPs)

Public Records Act 2002 (Qld)

Right to Information Act 2009 (Qld)

NOTE: CatholicCare will aim to uphold human rights through our Council governance.

Related Policies

Client Information Management Policy
Confidentiality Policy
Council Processes Policy

Other Related
Documents

CatholicCare Constitution

Definitions

Term Description

Personal Information As defined by the Privacy Act 1988 (Cth)
(as amended), is information or an
opinion about an identified individual or
an individual who is reasonably
identifiable, whether true or not, and
whether recorded in a material form or
not.

Sensitive information As defined by the Privacy Act 1988 (Cth)
(as amended), is information or opinion
(that is also personal information) about
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an individual’s racial or ethnic origin,
political opinions, membership of a
political association, religious beliefs or
affiliations, philosophical beliefs,
membership of a professional or trade
association, membership of a trade
union, sexual preferences or practices or
criminal record or health, genetic,
biometric information or biometric
templates, that is also personal
information.

Online users

Refers to anyone that accesses the
website. The website means the
CatholicCare Social Services website
www.CatholicCare.services

Privacy Officer

The Privacy Officer is authorised to:

o Undertake a privacy review of
existing systems to ascertain the
way in which the organisation
uses personal information,

o Direct and implement a privacy
strategy,

o Establish systems to ensure
compliance with the new
legislation, and

o Maintain the privacy
compliance system.

NDB

A Notifiable Data Breach occurs when
personal information of an individual
held by CatholicCare Social Services is
accessed by, or is disclosed to, an
unauthorised person or is lost.
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